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This presentation starts with a description of the
SG-Networks Database and its extension into a
planning tool for Spectrum Requirements Analysis
on a regional basis

The tool is being designed to support the case for
dedicated spectrum allocations to the Utility
Industry for Smart Grid applications
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SG Network System Requirements Specification v5.0-draftlaxls [Compatibility Mode] - Microsoft Excel
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® The database was originally
SG-Networks conceived as a vehicle for making
Database the SG-Networks Use Case data

The first and primary searchable and more useable.

role is to document the

work of SG-Networks, ® At this instant in time, the

and extend by showing . .. .
individual route options number of individual records is
for Application Level

Connections between over 7000 and growing based on
SOUICE ACIOIS With the 19 Use Cases shown

Target Actors

® The objective of SG-Networks is
to document approximately 30
Use Cases




Use Cases Modeled

__________________________________________________________________________________________________________________________________________________________________________________ O

Use Case Descriptions Use Case Descriptions

@ Customer Information & Messaging

@ Demand Response — Direct Load
Control (DR-DLC)

Firmware/Program Update
Islanded Distributed Customer Storage
Meter Events

@ Dispatch Distributed Customer Storage Meter Reading

@ Distribution System Demand Response Outage Restoration Management
@ Fault-Clear-Isolate-Reconfigure (FCIR)

o or @ Plug-In Electric Vehicles
~ Distributed Data Acquisition and ® Premise Network Administration
Control (DAC) e
@ FCIR - Distribution Management ° p .p Y
System (DMS) . Srlce. Switch
@ Field Distribution Automation (DA) CIVICE SWILC .
Maintenance @ Volt/Var-Centralized Control




® The database starts with a copy of the

SG-Networks System Requirements Specification
Database ® Tables of Actors, Use Cases, Payloads,
This overview focuses Payload Types, etc. were added

oncontent and ® A table of Network Cloud Crossings was
derivation of content . .

within the database established from the System Diagram

® Traffic Analysis combines the Payload
information with transmission timing
information from the How Often
column of the Requirements
Specification

® Addition of a User Profile section allows

multiple users to generate and save

analysis data




® Individual Records contain
Payload Length in Bytes, Source
Actor and Target Actor

While the mechanics of
traffic analysis are

® Payload data contains no

described here, a key protocol overhead of any kind

issue is the fact that

messages are directed ® The How Often column provides

from a Single Source

Actor to a Single Target details of when the message is
Actor .
sent, and on what basis

® Software routines have been
written to parse the How Often
column and allow the aggregation
of traffic on a uniform basis




Application Level Query

(Connects Source Actor to Target Actor)

This query shows the connection between two actors at Level 7, and includes in the
DataFlowRef column, a complex statement of all possible routes that a payload may take.

¥ |Application Level Query Analysis

Payload Mame

Payload Types

Metworks/Clouds

User Profiles
MICROMET-1 ;| Use Case Records
Use Cases R grth ef | D ataFlowA ef | Source Achar | Target Actar | Use Case | Requirements -
- __|MR-005 18 MDMS Al Head-End Meter Reading tMOMS shall be able to send bulk meter read information requests to
gzﬁé;gfgis;‘:sgengysbem __|FPU-001 [1Ca or [1Cha + Al Head-End 2 ay Meter - Firmware / Program | &Ml Head-End shall be able to process & send metrology firmware: u|:_
Dispatch Distr Storage - Batts E __|FPU-007 [1Ca or [1Cha + Al Head-End 2 ay Meter - Firmware / Program | &kl Head-End may be able to process & send metrology firmware up
DR-DLEC __|FPU-3 [1Caor [1Cha + Akl Head-End 2 ay Meter - Firrmware / Program | Ak1 Head-End may be able to process & send metrology firmeare up
DSDR. - Centralized Control __|FPU-026 [1Caor [1Cha + Akl Head-End 2 ay Meter - Firmware / Program | &I Head-End shall be able to process & send MNIC fimware update |
Fault Management System __|FPU-032 [1Caor [1Cha + Al Head-End 2 ay Meter - Firmware / Program | &I Head-End may be able to process & send HIC firmware update b
FCIR - Distr DAC __|FPU-035 [1Ca or [1Cha + Al Head-End 2 ap Meter - Firmware / Program | &kl Head-End may be able to process & send NIC firmware update r
ECIo_- DS __|FPU-051 [1Caor [1Cha + Akl Head-End ESI - In Meter, ESI - Firmware / Program | &Ml Head-End shall be able to process & send ESI firmweare update
Actors __|FPU-057 [1Ca or [1Cha + Akl Head-End ESI - In Meter, ESI - Firmware / Program | &Ml Head-End may be able to process & ESIHn-Utility firmware updat
__ |FPU-0G3 [1Caor [1Cha + Akl Head-End ESI - In Meter, ESI - Firmware / Program | &Ml Head-End may be able to process & ESIHn-Utility firmware updat
iﬁ:; ::E: :g:g o __ |FPU-OTE [1Caor [1Cha + Akl Head-End DAP Firmware / Program | Akl Head-End shall be able to process & zend DAP firmware update
2Way Meter - Gas C/T __|FPU-037 [1Caor [1Cha + Akl Head-End 2-w ay Meter - Firrware / Program | AMI Head-End shall be able to process & send metrology program up
2-WWay Meter - Gas Resdnt __|FPU-033 [1Ca or [1Cha + Al Head-End 24 ay Meter -| Firmware / Program | kI Head-End may be able to process & send metrology program um
2-Way Meter - Water __|FPU-033 [1Caar [1Cha + Akl Head-End 24 ap Meter - Firmware / Program | AkI Head-End may be able to process & send metrology program up
__ |FPU-112 [1Ca or [1Cha + Al Head-End 24 ap Meter - Firmware / Program | AkI Head-End shall be able to process & send MIC program update r
Analytic DB [S=TRET-] MMa e Mha - Ahdl Hand.Fnd Dhadan batar o Firaare # Droaram | Akdl Haad-Fnd man ha shla ba neocacs 8 cand KT araacam ..n.-lailiLI
Bill Payment Orgs/Banks 4 L4

Audit_aApplication_Event
batt_pwr_notification
btry_pwr_notification

bulk_Cust_Subset_acct_Info_REP_data
bulk_Cust_Subset_acct_Info_Utl_data
bulk_Cust_subset_acct_Premise_Info_REP_data
bulk_Cust_Subset_Acct_Premise_Info_Utl_data

Internet/Extranets

WAN
AMI

Save to Current User Profile

g

PSM_Cellular Generate Report

FAM
Substation

Transmission_SCADA Export to C5V

Miiekriba ibimem COATA




Network Level Query
(Actor to Actor Direct Connections As Elements of the

Statement of All Possible Paths That a Payload May
Take Across the Grid)

uery Analysis

User Profiles
IMICRONEI’—l | Use Case Records
Use Cases RomtRef | D ataFlowRef | Source dctor | Target Actor |Use Caze | Requirements -
FCIR-5-0 AERLC Feeder Reclozer FaAM gateway - zub | FCIR - Digtr DAC Feeder Reclozer shall be able to send fault lock out alarm to FAM gatew-j
Demand Response System 4| - [T prR g 4Eb| FAN gateway - sub | DAC - sub FOIR - Distr DAC | FAN natewap shall be able t & forward ault lock out alarm to D
Dispatch Distr Storage - Batts | AN gateway - sul EX istr AN gateway shall be able to process & forward fault lock out alam to
DR-DLC __|FCIR-S-0 4ECR | Circuit Breaker RTU FCIR - Digtr DAC Circuit Breaker shall be able to send fault lock out alarm to RTU
DSDR - Centralized Control __|FCIR-S-0 4ERL RTU DAC - sub FCIR - Digtr DAC FTU shall be able to process + forward fault lock out alam bo DAC - sub
Fault Management System __|FCIR-S-0 4Ca DAL - sub Distr SCADA FEP | FCIR - Distr DAC DAL - sub shall be able to process & forward Fault lock out alarm to Distr
__|FCIR-5-0 44, Distr SCADAFEP DMS FCIR - Distr DAC Distr SCADA FEP zhall be able to process & forward fault lock out alarm
FCIR - DM5 . __|FCIR-S-0 26 Distr SCADA FEFP | OMS FCIR - Distr DAL Distr SCADA FEF may be able to process & forward fault lock out alarm t
EC-D oozl iz oAl _|FoRsa 25 Distr 50404 FEP | Analytic DB FOIF - Distr DAC | Distr SCADA FEP may be able to process & fonward fault lock out lam t
Actors __|FCIR-S-0 20 DS am5 FCIR - Digtr DAC DS may be able to process & send fault lock out alarm to Ok S
__|FCIR-S-0 24 DMS Analytic DB FCIR - Distr DAL DS may be able to process & send fault lock out alarm to Analptic DB
iﬁ:; ::E:: :g:i o = __|FCIR-5-0 4Eb DAC - sub Far gateway - zub | FCIR - Digtr DAC DAL - zub ghall be able to process & send device status request to FAN
2-Way Meter - Gas C/T __|FCIR-S-0 AERC FAM gateway - sub | Feeder Reclogzer FCIR - Distr DAL FaM gateway - sub shall be able to process & forward device status requ
2-Way Meter - Gas Resdnt __|FCIR-S-0 4ESw | FAM gateway - sub | Feeder Switch FCIR - Digtr DAC FAM gateway - sub shall be able to process & forward device status requ
2-Way Meter - Water __|FCIR-S-0 4EST FaM gateway - sub | Sectionalizer FCIR - Digtr DAC FaM gateway - sub shall be able to process & forward device status requ
AMI Head-End FCIR-5-0 4ERU DAL - sub RTU FCIR - Distr DAL DAL - zub shall be able to process + forward device status request to R1
Analytic DB ~ lrrecn AECR RTII Cirea it Prasl ar ErIR . Piicke AT BETI kel ha shla ke camd davica obabos reonash be Cieeoib Brasbar _ILI
Bill Payment Orgs /Banks LI 4 L4
Payload Mame Payload Types Metworks/Clouds I
Audit_Application_Event - acct_data - Internet/Extranets -
batt_pwr_notification é ack é WAN é Save to Current User Profile I
btry_pwr_notification alarm AMI
bulk_Cust_Subset_Acct_Info_REP_data alert PSM_Cellular Generate Report I
bulk_Cust_Subset_Acct_Info_Utl_data cmd FAN
bulk_Cust_Subset_aAcct Premise_Info_REP_data cmd-err Substation Export to CSV |
bulk_Cust_Subset_Acct_Premise_Info_Util_data comm-err Transmission_SCADA
Eu!!(_EusE_EUEsel:_mel:er_::aznml_iTﬁj_Eﬁl_dam LI e;rt_daﬁ ;I E?strilsufon_SE—\DA LI




Alternate Path Application Level Query

This query shows each individual route that can exist between two actors at Level 7. In this
particular query, all of the AMI traffic has been identified.

Alternate ]-Z'ath Query Analysis L=-].[|E

User Profiles

Export to CSV

IMICRONEF—l ] Use Case Records
LEREE= RgmtR ef | Selected Path | D ataFlowR ef | Source Actor | Target Actor | Use Caze | Reguiremnents Al
Cust, Info / Msgmng - FPU-077 False 1Ca Akl Head-End Dap Firmwale / Prograrm | &M| Head-End shall be able to process & send DAP firmware up-j
Demand Response System FPU-138 False 1Ca Akl Head-End DapP Firmware # Program | Akl Head-End shall be able to process & send DAP program upe
Dispatch Distr Storage - Batts rR-005 False 1B  MDMS Akl Head-End tMeter Reading M OMS zhall be able to zend bulk, meter read infarmation request:
DR-DLC rR-013 Falze 1B Akl Head-End DK S fdeter Reading Ah| Head-End shall be able to process & forward on-dernand me
DSDR - Centralized Control rMR-03E Falze 1Dg+1Cal 24/ ay Meter - Gas AMI Head-End teter Reading 24 ap Meter - G as [Commercial/l ndustriz
Fault Ma_nagernerlt System MA-036 Falze 10g+1Cb+1Chal 2//ay Meter - Gas AM| Head-End Meter Aeading 2-wfap Meter - Gas [Commercial/l ndustriz
EE{E :EEE DAc rR-036 Falze 10 g+1Cc+1Cha 24way Meter - Gas Akl Head-End tdeter Reading 2 ap Meter - Gas [Commercial/l ndustris
rFR-036 Falze 16Ga+5Ba+1Ca 2Mway Meter - Gas Akl Head-End feter Reading 2 an Meter - Gasz [Commercial/lndustriz
Actors rMR-03E Falze 1EGa+5B a+1Cb+1Cha) 24/ ay Meter - Gas AM| Head-End teter Reading 24 ap Meter - G as [Commercial/l ndustriz
ZWay Meter - Electr - MR-03E False 1EGa+bBa+1Cc+1Cha)l 24/ ay Meter - Gas AM| Head-End Meter Reading 24w ap Meter - Gas [Commercial/l ndustriz
2-Way Meter - Electr /T MR-036 Falze 16Gb+5Bb+1Ca 24w/ ay Meter - Gas| AMI Head-End Meter Reading 2w ay Meter - Gas [Commercial/lndustriz
2-Way Meter - Gas /T MR-036 Falze 16Gb+5Eb+1CEb+1Chba 2-way Meter - Gas AMI Head-End teter Reading 2% ap Meter - Gas [Commercial/lndustriz
2-Way Meter - Gas Resdnt rR-036 False 1EGE+5Eb+T1Ce+1Cha 2Mway Meter - Gaz Akl Head-End fdeter Reading 2 ay Meter - Gas [Commercial/lndustriz
2-\Way Meter - Water PHEW-018 | False 1Ca+5Ba+1EBa+16B1 AMI Head-End PHEW PHE" Akl Head-End shall be able to process & send "PHEY WIN infar
= PHEY-018 | False 1Ca+5Bb+16Bb+16EB1 | AMI Head-End PHEW PHEY Akl Head-End shall be able to process & send "PHEY WIMN infar
A_nalytlc 0B PHEY-018 | Falze 1Cha+1Ch+5Ba+16Ba+16B1 AMI Head-End FHEY FHEY Akl Head-End shall be able to process & send "PHEY YN inforr T
Bill Payment Orgs/Banks a I I »
Payload Mame Payload Types Metwork Crossing Paths
Audit_application_Event acct_data DataFlowRef [ Sourceactor [ TargetActor s
batt_pwr_notification ack FEb+4ESW DAC -sub Feeder Switch % | I
btry_pwr_notification alarm 4Eb+4ERC DAC -sub Feeder Switch
bulk_Cust_subset_Acct_Info_REP_data alert 4Eb+4EST DAC -sub Feeder Switch
bulk_Cust_Subset_Acct_Info_Uti_data cmd 22-+4Ba+4E3 +9ERC DAC - Regnl Feeder Switch Save to Current User Profile |
bulk_Cust_subset_Acct_Premise_Info_REP_data cmd-err 22+4Ba +49Ea +9ESW DAC -Regnl Feeder Switch
!)u!!-(J._'Zusi.:fﬁuIbsET.?AC:?‘LPrEmlsEf_Infqu..!?LE:Ia.iB comm-err MZZ"TEEF-:-:E?:TEST EjsijjSi' o EIE:L:IE;'E:HM Generate Report |

Mote: Source and Target Actors are provided here for reference only. Since multiple actors may share this same
path across the network, and only one record is displayed for a given path in this selection, the Source and
Target Actors displayed here may not match the corresponding actors shown in the Use Case Records table
above,




Alternate Path Application Level Query

The same query on AMI traffic, where a single transit path is specified, cuts down on the
amount of traffic considerably that a given utility will have to accommodate.

= Alternate Path ‘ uery Analysis ml

User Profiles

MICRONET-1 | Use Case Records

=== RamtRef | Selected Path | D ataFlowR ef | Sowrce Actor | T arget Actor | Use Case | Requirements
Cust. Info / Msar'ng tR-036 True 168G a+bBa+1Cb+1Cha 2w ay beter - Gas Akl Head-End tdeter Feading 24w/ay Meter - Gas [Commercial/lndustrial] sk
Demand Response System tR-037 True 16Ga+5Ba+1Cb+1Cha 2'w/ay Meter - Gas AMI| Head-End teter Reading 2-Awfap Meter - Gas (Residential) st

Dispatch Distr Storage - Batts
DR-DLC

DSDR. - Centralized Control
Fault Management System

FCIR - Distr DAC

ErTD - mmac
Actors

2-Way Meter - Electr

2-Way Meter - Electr €T E

2-Way Meter - Gas C/T

2-Way Meter - Gas Resdnt
2-Way Meter - Water

Analytic DB
EBill Payment Orgs/Banks

Export to CSV

Payload Name Payload Types Metwork Crossing Paths
Audit_Application_Event acct_data DataFlowRef [Sourceactor | Targetactor EI
batt_pwr_notification E ack 1Dg+1Ch+1Cha 2-Way Meter - Gas C/T AMI Head-End | I
biry_pwr_notification alarm 1Dg+1Cc+1Cha 2-Way Meter - Gas C/T AMI Head-End =
bulk_Cust_Subset_Acct_Info_REP_data alert 166Ga+5Ba+1Ca 2-Way Meter - Gas C/T AMI Head-End
bulk_Cust_Subset_Acct_Info_Uti_data cmd 2-Way 1 AML d Save to Current User Profie_ |
bulk_Cust_Subset_Acct_Premise_Info_REP_data cmd-err 16Ga+58a+1Cc+1Cha 2-\Way Meter - Gas C/T AMI Head-End E
bulk_Cust_subset_Acct_Premise_Info_Utl_data P comm-err P 16Gh+5Bb+1Ca 2-Way Meter - Gas C/T AMI Head-End Generate Report |
e Tm e - S e T S 18k Bk 1k irhe 7= Matar - mae CIT AMT Hazd Frd

Mote: Source and Target Actors are provided here for reference only. Since multiple actors may share this same
path across the network, and only one record is displayed for a given path in this selection, the Source and
Target Actors displayed here may not match the corresponding actors shown in the Use Case Records table
above.

< il | B




The User Profile

A User Profile has been established to allow a detailed specification of
payload messaging for various use cases. A uniform area infrastructure
analysis is included for estimates of equipment densities.

E3] utilityProfile

»
m Export to CSV Report Save to Utility Profile strictly for the purpose of development, test
land checkout. They do not reflect any spedfic
Utility Network.
Infrastructure | Customer || Metering || Substations and Field Devices || DSDR /DA Field Maintence - Centralized Control
Project |I'~‘11CRONE|'-1 MNumber Firmware Upgrades Per Month 5
Author |Jerry Armes Mumber DAP Update Events Per Day 5500
Company [Micronet
Utility Service Area (Square Miles) 5236 — - =
2 e Total Number Substations 1200 Total Number PHEV
Average Number Substations Per Square Mile 1 Average Number PHEV Per Square Mile
Total Number Electric Meters [ Average Substation to Substation Separation Distance (Miles) 5.3 Average PHEV Coverage Area
i il E - s - 2
st Hrsber Bleci Moters B S0 e T 32 rage Coverage Area Per 5u 1 (Square Miles) 7.7 Average Distance Between PHEV Locati
A Meter to Meter S ton Distal | ¥ g = 3 .
AETRGE e =T Sy S P s (U] it Average Substation Service Area Radius { Miles) 3.1 Average Mumber PHEV per DAP
Average Coverage Area (Square Feet) Per Meter .004
Average Radius (Miles) of Each Meter Coverage Area FE
Total Number DAPS 300
Number C/I Gas Meters 2000 Average Number Meters Per DAF 7540.0
Number Residential Gas Meters 4500 Average Number DAPS Per Square Mile .032
rage Ci rage Area Per DAP (S Mil =
Total Number Gas Meters [12000 = 7 bt ST TN Bl
Average Radius (Miles) of Each DAP Coverage Area 6.3
- IETERS Average Distance (Miles) Between DAF Locations 12.6
Total Number Meters 2262000
-
Record: 1ofl bl e Search 4

Micronet Communications, Inc. 2011



A Spectrum Analysis Application

@ Currently, the FCC has allocated no dedicated spectrum to the
Utility Community

@ A Spectrum Analysis Tool developed around the database is a key
instrument in making the necessary engineering calculations

® A combination of Smart Grid traffic queries is a good starting
point
® However, considering that the database defines Actor-Actor

Connections, it becomes necessary to address specific
geographic areas to define aggregate traffic levels

Micronet Communications, Inc. 2011




Spectrum Analysis Tool Heritage

System Requirement Specification (Excel System Diagram

Spreadsheet Format)
-
Actor-Actor Actor-Actor
Logical Connections Logical Connections

Source Actor- Target Actor
——| Composite Application Layer
Connections

—

Source Actor- Target Actor

Composite Application Layer
Connections

SG Networks Database p

-~
Actor-Actor
Logical Connections

-

Smart Grid Spectrum

Composite Application Layer
Connections

i ™
Census Data on States, -

Counties and Census Tracts
L S Source Actor- Target Actor

Alternative Route Application
Layer Connections

Operational Parameters
Estimates Based on

Discussions with Utility
Engineering Groups Traffic Calculations

_

A

Analysis Tool e
Source Actor- Target Actor J

——| Regional Traffic Projections




® Having established that the SG-
Spectrum Networks Database defines traffic
Analysis between a single Source Actor and
The modeling approach a single Target Actor, the

is to identify traffic to a
Census Tract level, challenge then becomes to scale

which can then be

aggregated to a County the traffic data in a way that
Level rather easily. accounts for regional differences

® As the data is being scaled to
represent the User Community,
the analysis also provides insight
into technologies for system
implementation




Data Aggregation at Census Tract Level

_"\.\I
Base Station 1 in Vi ™

Census Tract 0001 Hass Statinn Tid
vy Census Tract 0002
N A,
[Ba:e Station 2 in J\ i B
Census Tract 0001 ; :
Bmmk> it khamk>
Y o sich
» &
* @
» @
.

oy Census Tract 0002

"'\.\I
Base Station N in ™
Census Tract 0001 Base Station X in

s




Data Aggregation at County Level

Utility Data
Center Assumed

At Center of

County




® The first step is providing a way to build Spectrum Scenarios consisting of selected
States and Counties of Interest. The application will analyze the demographics of

each Census Tract, calculate azimuth angles and distances from the county center
to the center of each census tract.

Specirum Analysis Data Input
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Select One or More States
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User Scenario Scaling Parameters
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Specification of Traffic
Across the Grid

A query of the SG-Net
database produces
records describing the
payloads that cross
the grid. In this
example, a specific set
of network paths have
been packed into one
of multiple selectable
options. The database
also supports
complete user
freedom in these
selections.

Alternate Path Queries | Traffic Analysis |

User Profiles

¥ Uge Spectrum Scenarios For Demographic Sealing

Reprasentative Mebwork Crossing Options
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Traffic Calculations By County and Census Tract

Avwerage Daity Traffic (KBytes) By County
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013 Ak | Aleutians East Borough | 638.3 65988.1
2050 AK | Bethel Census Area 5230.2 40633.3 518 160
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Avwerage Daity Traffic (KBytes) By Census Tract
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CTCode |CountyName | state] CTTraffic
000100 | Aleutians East Borough AK 638.3
000100 |Bethel Census Area AK | 2845.8
000200 | Bethel Census Area AK | 1783.4
000300 |Bethel Census Area AK 6011




- This database and planning tool is based on countless hours
of work by members of the SG-Net Task Force within Open
SG. The broad guidelines for the work were established and
codified in Priority Action Plan #2 (PAP2) by the National
Institute for Science and Technology (NIST)

. The tool is evolving as the work of the task force goes on, but
has already reached a state where it offers very real insights
into Smart Grid communications planning efforts

. For questions or comments regarding any part of the tool,
please contact Jerry Armes at Micronet Communications on
(972) 422-7200 or by e-mail at jarmes@micronetcom.com

Micronet Communications, Inc. 2011
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